
Social Media is Great . . .
When You KNOW HOW TO USE IT
Four Steps to Stay on the Right Side of the Law

PROCEED WITH
CAUTIONCAUTION
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SOCIAL MEDIA IS FULL OF TRAPS FOR LOCAL LEADERS, 
and unless you understand the law, you might get burned. You might even 
create a costly problem for your township. We explain the steps you can take 
to protect yourself and your community from taking a face plant on Facebook.

BY JILL ERCOLINO / MANAGING EDITOR

 FEBRUARY 2021  PA TownshipNews  9        



10  PA TownshipNews  FEBRUARY 2021

 It’s about Darren Brown, the former 
mayor of Chambersburg in Franklin 
County who used a personal Facebook 
page to talk about borough business, a 
decision that put him on the wrong side 
of the law and, in the end, cost the mu-
nicipality nearly $10,000 to settle the 
case.
 Smarting from the unexpected bill 
and responsibilities, the borough went 
a step further: It enacted a social media 
policy that includes disciplinary mea-

sures for public officials who violate it.
* * *

 This story started in 2018 when 
resident Noel Purdy floated the idea of 
painting a mural at the site of a local 
rail-trail.
 While she was trying to build com-
munity support for the project, Mayor 
Darren Brown decided to collect opin-
ions about the mural on his mayoral 
Facebook page. The official wasn’t a fan, 
and tensions between the pair grew. Re-
ports indicate it wasn’t the first time. 
 Purdy accused Brown of deleting her 
comments and spreading misinforma-
tion about the project. The mayor even-
tually banned Purdy from the page.
 She then filed a Right-to-Know Law 
request with the borough asking for cop-
ies of Brown’s posts and threads about the 

mural, including those that had been 
deleted. When the borough declined, 

saying it had no affiliation with the 
mayor’s page, she filed an appeal 
with the Pennsylvania Office 

of Open Records (OOR). Purdy also sued 
the borough in court for the documents.
 The OOR’s decision in the resident’s 
favor was based strictly on the content 
of the posts and messages, not their 
location or ownership, and provides the 
moral of the story: If you’re a public of-
ficial discussing public business on social 
media — even if it’s on a personal ac-
count or has been deleted — it’s public 
information.
 That means if you’re not careful, 
your individual actions could create 
potentially costly, time-consuming, and 
embarrassing problems for the township 
and its taxpayers. 
 “Anytime you do something on social 
media that concerns township business, 
you’re creating a public record,” munici-
pal solicitor Emily Mueller of Goehring 
Rutter & Boehm says. “Someone may 
ask for it so make sure it’s something 
you’re OK providing. Don’t put anything 
in writing you wouldn’t want to see on-
line or in the newspaper.”
 The OOR’s George Spiess agrees: 
“We’re very supportive of local officials 
using social media to conduct public 
business, but approach it with a degree 
of caution.”

Problems and solutions
 Although the Borough of Cham-
bersburg did not sanction or manage 
the mayor’s Facebook page, it ended up 

If you’re one of the 3.8 billion people who use social 
media and also happen to be a township official, this 
cautionary tale is for you. 
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suffering the consequences that resulted 
from the OOR’s decision.
 And it’s not alone. Spiess says the 
OOR has seen an uptick in similar situ-
ations, adding “that’s been the trend.”
 Chambersburg officials negotiated a 
settlement with Noel Purdy, who agreed 
to drop her lawsuit if the municipality 
covered her attorney’s fees related to 
the case. At the time, that was around 
$9,100. Borough employees also had to 
subpoena Facebook for the contents on 
Brown’s Facebook page. 
 While some municipalities may be able 
to bear this financial and administrative 
burden, many more would struggle. 
 So how do you avoid what happened 
in Chambersburg?
 While some might think the answer 
is to stay away from social media, that’s 
not realistic. Love them or hate them, 
Facebook, Twitter, and all the other 
networking sites are here to stay. In fact, 
they’ve become a focal point of our lives. 
 They’ve also opened new doors for 
townships to connect with and update 
constituents. Rather than shun social 
media, experts say townships should 
take four steps instead, starting with the 
first one at right.  

Rather than shun social media, experts say township 
officials should take four steps instead...

 PSATS Counsel Scott Coburn says a number of statutes hold court over social 
media, protecting everything from privacy and public information to freedom of 
speech. That’s why it’s important for local leaders to understand how federal and 
state laws and court rulings impact and influence the actions of the township and its 
employees. 
 For instance, a recent federal court decision held that the interactive portion of a 
public official’s Facebook page is a “public forum,” so an official cannot block people 
from it because of the opinions they hold. The First Amendment provides similar pro-
tections to the public on municipal social media accounts.
 You can learn about the legal and other aspects of social media at the workshops 
PSATS sponsors in partnership with at-
torneys and other experts. In April, we’ll be 
offering a handful of related sessions at 
the Association’s Educational Conference 
and Exhibit Show in Hershey. (Registration 
opened last month. To learn more, go to 
conference.psats.org.)
 Another valuable resource is the Office 
of Open Records. Spiess invites townships 
to explore its website, www.openrecords.
pa.gov, and consult its staff either by 
phone, (717) 346-9903, or email, 
openrecords@pa.gov.

1. Study up on social media 
and the law. 

(continued on next page) ä
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to yourself belongs only to you.”
 And if you really do need to put 
your words out there, keep these 
“5 Rs of social media,” which were 
developed by Jeanne Meister, an 
expert on workplace issues and a 
contributor to forbes.com, in the back 
of your mind: 
 • Reason. Simply put, use rea-
sonable etiquette, the same as you 
would offline.
 • Represent yourself. Anonymous 
profiles lend themselves to more 

negative content.
 • Responsibility. Make sure that 
what you’re saying is factually correct.
 • Respect. What you say online 
is a permanent record, so don’t say 
anything online you wouldn’t feel 
comfortable saying to the whole com-
munity — with a camera rolling.
 • Restraint. Before you hit that 
“send” button, pause and reread. 
If you wouldn’t want that particular 
thought or contribution forever asso-
ciated with your name, don’t post it.

2. Don’t scramble personal with public. 
 The Chambersburg case high-
lighted earlier made it clear that if 
you want your private social media 
accounts to stay that way, don’t dis-
cuss township business there — ever, 
attorney Emily Mueller says.  
 Another good practice: Use one 
phone and one email account for 
township matters. Your Right-to-Know 
officer will thank you, Mueller says, 
adding that this practice will eliminate 
their need to sort through your per-
sonal messages to find the requested 
public ones.
 And while you’re at it, be mindful 
what you put in writing, PSATS Scott 
Coburn says. This goes for social me-
dia posts, as well as text messages 
and emails. “Assume everything is 
discoverable,” he says,
 A recent court ruling reinforces 
this point: “The Constitution gives you 
the right to post, but as numerous 
people have learned, there are conse-
quences. What you give to the public 
belongs to the public. What you keep 

SOCIAL MEDIA 
AND THE LAW
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 You’d probably be shocked if some-
one totaled up the number of text mes-
sages, emails, and social media posts 
you create in a year. Suffice it to say, 
the average person pumps out a lot of 
information just going about their lives.
 Most people don’t have to worry 
about preserving those documents, 
but municipal officials and employees 
aren’t “most people.” And as we’ve 
already established, you and your town-
ship may get slapped with a Right-to-
Know request that asks you to produce 
years’ worth of digital records.
 That raises a good question: What 
records are you required to keep and 
for how long?
 PSATS Policy and Research Direc-
tor Holly Fishel says that although the 
Right-to-Know Law doesn’t address 
records retention, it does offer protec-
tions for local governments and offi-
cials who comply with a written record 
retention schedule, which defines what 
information you should keep and what 
you can delete or destroy.
 Many municipalities use the retention 
schedule developed by the Pennsylvania 
Historical and Museum Commission. 
You can find it on the commission’s web-
site, www.phmc.pa.gov (look under “Ar-
chives”) or request it at (717) 787-3362 
or RA-Local Government@pa.gov. 
 “Pairing a record retention sched-
ule with a good records management 
system can be a lifesaver,” Fishel says. 
“You’ll be able to find records faster, 
and as a long as you follow it, you have 
a legal basis for your decisions, which 
can help you avoid running into trouble 
later with the law.”

Decisions help shape 
what social media posts 
are considered public records
 As agencies across Pennsylvania use social media more often to communicate 
with residents, Right-to-Know Law requests for these records are becoming more 
common.
 Examining some decisions from the Office of Open Records (OOR) and the Com-
monwealth Court may be useful for township officials. Here’s a look at some of the 
most significant ones:

• Boyer v. Wyoming Borough (OOR Dkt. No.: AP 2018-1110) — This request 
sought records related to the mayor’s Facebook page, including a list of page admin-
istrators and editors and all comments made and removed or blocked from the page.
 The OOR held that the Facebook page, titled “Joseph Dominick Mayor of Wyo-
ming” and categorized as a “public figure” page, is a record of the agency. The agency 
proved that certain records do not exist but failed to demonstrate that others didn’t. 
The appeal was granted in part and 
denied in part.

• ACLU v. Pennsylvania State 
Police (OOR Dkt. No.: AP 2017-
0593) — The request sought the 
Pennsylvania State Police’s policy 
for use of social media. The State 
Police granted the request in part, 
providing a redacted copy of the 
policy and arguing that disclosure 
of the redacted information would 
threaten public safety. The redac-
tions were appealed.
 This case went to the Common-
wealth Court, which held that an 
affidavit provided by the State Police was sufficient to meet the agency’s burden of 
proof under the Right-to-Know Law and, accordingly, the redactions were appropriate. 
The case is pending in the state Supreme Court.

• Campbell v. Centre County District Attorney (OOR Dkt. No.: AP 2016-0599) — 
The request sought various records related to a “Britney Bella” Facebook profile the 
DA’s office was alleged to have created. The district attorney attested, under penalty 
of perjury, that a search was conducted and that no such records existed. The appeal 
was denied.

• Davis v. City of Butler Police Department (OOR Dkt. No.: AP 2016-0409) — 
The request sought records related to the agency’s Facebook page, including a list of 
personnel who operate the page, certain posts, and a list of blocked users.
 The agency provided the list of personnel and demonstrated that the posts no lon-
ger existed. During the course of the appeal, the OOR directed the agency to take a 
screenshot of the list of blocked users. The screenshot was subsequently provided to 
the requester. The appeal was denied in part and dismissed as moot in part.

• Huston v. Mt. Lebanon School District (OOR Dkt. No.: AP 2010-0402) — The 
request sought tweets and direct messages sent from two specific Twitter accounts 
during all open meetings over the course of about six months. The agency advised 
the requester that the tweets could be viewed online and proved that no direct mes-
sages existed. The appeal was denied.

Information courtesy of the Pennsylvania Office of Open Records.

3. Master 
the art of 
records 
management.

Office of Open Records

(continued on next page) ä
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 Another interesting facet of the 
Chambersburg case is that as part 
of the settlement, borough officials 
agreed to adopt a social media policy.
 “It’s long overdue,” Council Presi-
dent Heath Talhelm told a reporter in 
2018. “The most constrictive part [of 

the policy] is for borough officials, and 
it should be. We need to be held re-
sponsible, not the borough taxpayers.”
 Public officials who violate the 
policy, for instance, face censure and 
possible civil action. Employees and 
volunteers can also face disciplinary 

actions. In addition, the 
policy defines objection-
able content that can be 
removed from the com-
munity’s social media ac-
counts and imposes rules 
for commentators.

PSATS’ Scott Coburn 
says a good social media 
policy, one that is compre-
hensive, well-defined, and 
consistently applied, is a 
must for every township 
because it not only estab-
lishes “the rules of engage-

ment” for users — public officials, 
staff, and the public — but also pro-
tects the municipality from litigation.
 “It’s a no-brainer,” he says, “Every-
one needs to know what’s expected.”
 Ohio attorney David C. Moser, who 
has written several articles on the 
importance of social media policies, 
agrees, saying that townships should 
favor transparency in their policies, 
which should also clearly state who 
and what are governed by them. 
 “The policy should identify and 
streamline who is in charge of admin-
istering and monitoring the agency’s 
social media accounts. Content stan-
dards should also be straightforward 
and clear,” Moser says, noting that 
townships should have a distinct 
moderating and post removal pro-
cess that states what types of com-
ments are subject to removal, such 

SOCIAL MEDIA 
AND THE LAW

4. Spell out your expectations for officials, 
employees, and the public.
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vacy while using the internet on any 
government-owned computer, cell 
phone, or other device. 
 This portion of the social media 
policy may also include a requirement 
that the employee or official turn over 
any post that is subject to the Public 
Information Act.
 • Employee conduct — In this sec-
tion, the township should reinforce 
that employees are expected to use 
common sense on social media 
and remind them that professional, 
straightforward, and appropriate 
communication is best.
 • Legal compliance — This is 
where you stipulate that township 
officials and staff should not post any 
information or engage in any online 
activity that violates local, state, or 
federal laws.
 • Security — Townships should 
also ensure that their social media 
policy includes guidelines for securing 
data and passwords and protecting 
equipment from viruses, among other 
things.

 While townships should do their 
research and review the social media 
policies developed by other com-
munities, they should resist the urge 
to “cut and paste” those guidelines, 
Coburn says. 
 “These policies require some 
thought,” he says. “Don’t just Google 
it, change the name, and adopt it.”
 Coburn also strongly advises town-
ship supervisors to develop their 
guidelines in consultation with their 
solicitor. This will ensure that the 
rules are legal, enforceable, and con-
sistent with the First Amendment and 
the ever-evolving social media case 
law, he says. 
 “Anytime townships use social 
media, they’re navigating trap doors,” 
Coburn says. “Public officials and em-
ployees need to be careful, and they 
need to be cautious. 
 “My best advice? Think things 
through, work with your profession-
als, and don’t engage in risky conduct 
online. That’s always going to be your 
best protection.” F

How to avoid 
a social media 
meltdown
 Pa. Rep. Mike Schlossberg, who 
before taking state office oversaw 
social media for the Greater Lehigh 
Valley Chamber of Commerce, says it’s pretty simple for local and state officials 
to avoid a social media meltdown. Just follow these tips, which first appeared on 
www.governing.com:
 ä Training, training, training. Make sure everyone knows what they are 
doing. This includes how to use the social media platform, appropriate terminol-
ogy, and what each button means. Don’t underestimate the importance of this. 
A member of the British Parliament recently found himself in hot water when he 
tried to block a tweet containing gay pornography but favorited it instead.
 ä Have a no-no list of topics that you should never discuss on social me-
dia. Some of these items will be the same for all officials: anything that is racist, 
sexist, homophobic, or otherwise derogatory. 
 ä Double-check everything. Take those extra 10 seconds to make sure that 
you have no typos, your grammar is correct, and the links you are tweeting direct 
people to the site you are trying to send them to. (Such was the error of the com-
munications director for a California gubernatorial candidate who tried to send 
a link to an endorsement. Instead, she sent users to a YouTube video featuring a 
cross-dressing Korean bassist.)
 “The world of social media is still very new and rapidly evolving,” Schlossberg 
says. “As such, there is a healthy fear about its use. However, at its core, it’s a 
tool that can be used for good or for bad. And you would never use any other kind 
of tool without first learning how to use it so learn — and then jump in.”

as vulgar and profane content. 
 To help townships get started, 
Gina Rubel, a municipal communica-
tions expert based in Doylestown, 
has developed a general list of topics 
that townships should consider ad-
dressing in their social media poli-
cies. They include the following:
 • Acceptable use — These guide-
lines outline the township’s position 
on how employees and other officials 
are expected to use government re-
sources and may include restrictions 
on personal use and consequences 
for violating the policy. This section 
may also explain the community’s 
purpose in establishing and maintain-
ing social networking sites.
 • Account and content manage-
ment — These guidelines address the 
creation, maintenance, and deletion 
of social media accounts. Without 
a clearly defined policy on account 
management, boards of supervisors 
may find they don’t have control over 
the types of “official” social media 
accounts that are being established, 
maintained, or closed by their em-
ployees.
 • Citizen conduct — Your policy 
should also identify the type of con-
tent that is not permitted on your 
township’s social media sites and 
is subject to removal. This might in-
clude comments that are profane or 
obscene or have violent content, dis-
criminatory content, threats, solicita-
tion of business, content that violates 
a copyright or trademark, and any 
content in violation of federal, state, 
or local law. 
 The policy should also contain a 
disclaimer that any comment posted 
by a member of the public is not the 
opinion of the local government.
 • Employee access — This section 
should include, if applicable, lan-
guage that explains that employees 
will be monitored while using govern-
ment computers. The policy should 
also caution employees that they 
should have no expectation of pri-

SOCIAL MEDIA 
AND THE LAW
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